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MUHAMMAD AZAM KHAN, J. Q
1. Through the instant Writ Petition under Asticle 1 the Constitution of

the Islamic Republic of Pakistan, (“CQQ ut@’), the Petitioners seek
declaration to the effect that actions of the Respondents, whereby restriction
A \

have been imposed on the bank accounts, are illegal, unlawful, without lawful
4 N W

authority, contrary to law, and void ab initio, thereby directing the Respondents
- D W 4

to forthwith withdraw the restrictions imposed on the bank accounts of the

o D 4
Petitioners.

2. Brief facts of case, as gathered from the Writ Petition, documents

appended t and the one-page brief submitted by Respondent No.
3/NCCt t Muhammad Faysal Anwar, who is the brother of Petitioners

d2=ahd cousin of Petitioner No. 3, proceeded to Dubai in the year 2023
and allegedly started working in a company (Finance Car Dubai) owned by one
Aziz Dil. According to the Petitioners, before his departure from Pakistan,
Muhammad Faysal Anwar had obtained loans from various relatives and private
persons, with the understanding that he would return the same after securing
employment abroad. The Petitioners’ case is that during his stay in Dubai, the
said Muhammad Faysal Anwar remitted certain amounts to Pakistan through
regular banking channels and exchange companies, partly for the welfare and

upkeep of his family residing in Islamabad, including payment of school fees,
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rent, utility bills, and other household expenses, and partly towards the return of
amounts previously borrowed by him. It is further pleaded that Petitioner No. 1
received amounts in his bank account only as a facilitator for the family of his
brother, whereas Petitioners No. 2 and 3 received amounts which, according to
them, represented repayment of loans earlier advanced to Muhammad Faysal

Anwar.

3. The learned Counsel for the Petitioners argued that no show-cauge notice

was issued to the Petitioners and no opportunity of hearing was aff

'w\p gned
1 accused
persons nor beneficiaries of any alleged fraud, and ey have merely
received family remittances or returned loan a ounh regular banking

channels. He submitted that the Petitioners nexus with the alleged

their accounts were restrained, which alone is sufficient to vi

action. Learned counsel maintained that the Petitioner

to conduct an inquiry into a ad oOffence, it could not, in the absence of

accounts. The Petiti therefore, have approached this Court with the
grievance that the%ltcounts had been blocked without any lawful order,
prior show@ic , opportunity of hearing, judicial approval, or statutory
basis. Q

4. onversely, learned Assistant Attorney General, assisted by the

express statutory powef, apptdach banks and cause the blocking of bank
e

representative  of NCCIA, opposed the petition and submitted that the
Petitioners’ accounts were not blocked arbitrarily but in connection with
Enquiry No.2669/2025, initiated upon the complaint of Aziz Dil alleging that an
amount of AED 838,238 was transferred from his company’s bank accounts into
the accounts of Muhammad Faysal Anwar and his family members without his
consent. According to the Respondents, the Petitioner No. 1 was specifically

asked to explain the amounts credited into his account, but he failed to provide
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satisfactory documentary proof, correspondence, loan agreements, or other
material to substantiate his version that the funds were either for family welfare
or repayment of loans. It was submitted that the Petitioners only furnished
affidavits of relatives, which, according to NCCIA, did not sufficiently explain
the source and purpose of the amounts received. The NCCIA representative
further stated that the agency acts under AMLA provisions read with Rule 5 of
the National Cyber Crime Investigation Agency (Function) Rules, 2025

(hereinafter referred to as the “Rules”), and that the practical hanism
followed by the agency is to send an email to the concerned bank ing the
account details along with the inquiry particulars, whereaft laces
restriction on the concerned accounts. Learned A.A.G that the

matter is still under probe and that the restriction imposed to prevent
dissipation of suspected funds during inquiry. He, accotg y submitted that the
petition is premature and liable to be dismissed, affdythat the Respondents may

be permitted to continue the inquiry in accordanceawath law.

5. I have heard learned ce

he Petitioners, learned Assistant
ese

Attorney General, and the ative of NCCIA, and have perused the

available record with their able dssistance.

6. Before adve the rival contentions of the parties, it would be
advantage briefly examine the statutory and legal framework governing
nctioning of NCCIA, particularly in relation to attachment,

blocking of bank accounts during the course of inquiry or

2669/2025 initiated by Respondent No. 3/NCCIA on the complaint of one Aziz
Dil, alleging unauthorized transfer of funds from his company accounts into the
bank accounts of Muhammad Faysal Anwar and certain members of his family,
including the present Petitioners. During the pendency of the said inquiry, the
bank accounts of the Petitioners were admittedly blocked/restricted by the
Respondents. The justification advanced by the Respondent No. 3/NCCIA

before this Court is that the agency derives authority to take such action under
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the provisions of Anti-Money Laundering Act, 2010 (“AMLA, 2010”) read with
Rule 5 of the National Cyber Crime Investigation Agency Rules, 2025. It has
been further stated that the practical mechanism adopted by the agency is to
communicate with banks through email by providing account particulars along
with inquiry particulars and account details, pursuant whereto the concerned
banks impose restrictions upon the accounts under inquiry. The legality and
validity of such action, therefore, necessarily requires examination of the

legislative history of NCCIA, the source of its powers, the statutory mechanism

provided under AMLA, 2010, and the extent to which subordinate 1€@islation or
administrative practice may authorize interference with the accqunts and

property rights of citizens.

7. Historically, cybercrime matters in Pakistan we
National Response Centre for Cyber Crimes (‘'NR3E”), which functioned as a

subordinate wing of the Federal Investigatio ¢y (“FIA”) under the FIA

were operating under the umbre d consequently enjoyed the powers

vested in the “Agency” und read with Section 3 of the FIA Act,

1974. The said provisio e réproduced herein below for ready reference: -

“3. Constitutign of the Agency:
1. No&'t.hstanding anything contained in any other law of the
time being in force, the Federal Government may constitute an
Q gency to be called the Federal Investigation Agency for

inquiry into, and investigation of the offences specified in the

Schedule, including an attempt or conspiracy to commit, and
abetment of, any such offence.

2. The Agency shall consist of a Director General to be appointed
by the Federal Government and such number of other officers
as the Federal Government may, from time to time, appoint to
be members of the Agency.”

“S.  Powers of the members of the Agency:

1. Subject to any order which the Federal Government may make
in this behalf, the members of the Agency shall, for the purpose
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of an inquiry or investigation under this Act, have throughout
Pakistan such powers, including powers relating to search,
arrest of persons and seizure of property, and such duties,
privileges and liabilities as the officers of a Provincial Police
have in relation to the investigation of offences under the Code
or any other law for the time being in force.

2. Subject to rules, if any, a member of the Agency not below the
rank of a Sub-Inspector may, for the purposes of any inquiry or
investigation under this Act, exercise any of the powers of an

discharging his functions as such within
Station.

3. Without prejudice to the generality o
section (1) and sub-section (2),

General in this behalf m
who has committed, om a reasonable suspicion

d, any of the offences referred to

exists that he has mi
sub-section (1) 0

4. For the pu e o exercise by the members of the Agency
of th wexs’ ofyan officer-in-charge of a Police Station,”
Pol iony’ includes any place declared, generally or

al

the Federal Government to be a Police Station
meaning of the Code.

investigation is likely to be removed, transferred or otherwise

in the opinion of a member of the Agency conducting an

Q investigation, any property which is the subject-matter of the
disposed of before an order of the appropriate authority for its

seizure is obtained, such member may, by order in writing,

direct the owner or any person who is, for the time being,
possession thereof not to remove, transfer or otherwise

dispose of such property in any manner except with the

previous permission of that member and such order shall be
subject to any order made by the Court having jurisdiction in
the matter.

6. Any contravention of an order made under sub-section (5) shall
be punishable with rigorous imprisonment for a term which
may be extend to one year, or with fine, or with both.”
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(Emphasis Supplied)

8. The Agency under Section 5(5) of the FIA Act, 1974, was empowered to
conduct an investigation to restrain the removal, transfer, or disposal of property
forming the subject matter of the investigation before an order of seizure could
be obtained from the competent authority. However, the said power was
specifically vested in the Agency, which under Section 2(1) of the FIA Act,
1974, referred exclusively to the “Federal Investigation Agency” constituted
under Section 3 thereof. The preamble and structure of the FIA Act, 1974,
further reveal that FIA was constituted for inquiry and inyestigatiofy into
offences specified in the Schedule and matters connected witinthéNaffairs of the
Federation. The preamble is as follows: -

T

“Whereas it is expedient to provide for the constitution of a Federal
Investigation Agency for the investigation of certain offences committed
in_connection with matters concerning the Federal Government, and
for matters connected therewith.’

The significance of this aspect cannot d in the present case because the

dispute brought before NCCH ttedly emanates from allegations of

unauthorized transfer of mongymbetw@en private persons and a private company
operating abroad, with¢noymaterial having been placed before this Court to
demonstrate how t attehy, 1 substance, related to the affairs of the Federation
so as to independentl§gattract the jurisdictional mandate contemplated under the

FIA Act, 1

9. ubsequently, the legal framework underwent substantial change through

the ention of Electronic Crimes (Amendment) Act, 2025, whereby Section
29 of fhe Prevention of Electronic Crimes Act, 2016 (“PECA, 2016”) was
substituted, thereby authorizing the Federal Government to establish an
independent investigation agency to be known as the National Cyber Crime
Investigation Agency (“NCCIA”), which is reproduced hereunder for ready

reference: -

“29. Investigation agency — (1) The Federal Government shall
establish an investigation agency to be called the National Cyber Crime
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Investisation Agency (NCCIA) for inguiry into, investigation and
prosecution of the offences specified under this Act.

(2) The NCCIA shall be headed by a Director General, who shall have
the power to employ any other officers, prosecutors and staff as may be
prescribed.

(3) The Federal Government shall appoint the Director General of the
NCCIA for a non- extendable term of three years, and the administration
and control of the NCCIA shall vest in the Director General who shall
exercise in respect of the NCCIA the powers of Inspector General of
Police under the Police Order, 2002 (Chief Executive’s Order No. 22 of
2002).

e officers of the
jvalent rank as
'A_shall have the
ority \for the performance
police officer of the

NCCIA shall be deemed to be the police offic
required under the Code. The officers of
same powers and functions and related a
of investigating functions as are co red
equivalent rank under the Code.

&, the Cyber Crime Wing of the

therewith in respw‘efunct Cyber Crime Wing of the Federal
Investisatiow’ Asency shall stand transferred to the NCCIA.

(5) After_establishment of

(6) Unless ot. se_provided for under this Act, the investigation
agency “aii e authorized officer shall in all matters follow the

provision of this Act.

he investigation agency shall establish its own capacity for forensic
nalysis of the data or in information systems and the forensic analysis
reports generated by the investigation agency shall not be inadmissible
in evidence before any court for the sole reason that such reports were
generated by the investigation agency.

(8) Notwithstanding provisions of any other law, the Federal
Government shall make rules for appointment, promotion, transfer in the
investigation agency including undertaking of specialized courses in
digital forensics, information technology, computer science and other
related matters for training of officers and staff of the investigation
agency:
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Provided that wuntil such time, rules are made by the Federal
Government, service matters of officers and staff of the NCCIA shall be
regulated under the Civil Servants Act, 1973 (LXXI of 1973) and rules
made thereunder.

(9) Without prejudice to anything contained in this section, the rules,
orders or any instruments made and issued under this Act prior to
commencement of the Prevention of Electronic Crimes (Amendment) Act,
2025 (of 2025) shall, mutatis mutandis, apply to the NCCIA with

)

necessary modifications.’

(Emphasis Supplied)
In pursuance thereof, the Federal Government issued S.R.O. (1)/2025 dated
29.04.2025, formally establishing NCCIA for the purposes of“\nvestigation of

offences under PECA, 2016. Consequently, NCCIA ¢€dSed tQ function merely
as a subordinate wing of FIA and emerged as an in ent statutory body

deriving its existence and authority directly frém A, 2016. This distinction

assumes considerable legal importance b nce NCCIA became an

independent statutory body, it coul ly\exercise those powers which were
expressly delegated to it by the % through PECA, 2016 or any other
applicable law. In other words, NCGLA/could no longer automatically claim or

inherit every coercive e%usly available to FIA under the FIA Act,

1974. This precise dggal¥posifion has already been examined by the learned

Division Bench o rt in “Muhammad Uzair Anwar and 2 others v.

kistan’ through Secretary, Ministry of Interior, Islamabad and
Islamabad 63), wherein it was held that NCCIA, after its
establishm nder PECA, 2016, is no longer a subordinate office of FIA and,

therefere, cannot assume the powers vested in FIA under Section 5(5) of the FIA
Act, 1974, unless such powers are expressly conferred upon it through

legislation.

10. The Respondents have further attempted to justify their action by placing
reliance upon the provisions in AMLA, 2010. In this regard, it is significant to
note herein that the Federal Government, through S.R.O. 1647(1)/2025 dated
26.08.2025, notified NCCIA as an investigating and prosecuting agency under
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AMLA, 2010 by exercising powers conferred under Clause (xviii) of Section 2
of the AMLA, 2010. Furthermore, certain offences under PECA, 2016, Section
10, 14, 16, 17, 22, 22A, 22B, 22C, and 26A, were inserted into Schedule-I of
AMLA, 2010 by the Federal Government through S.R.O. 1648(1)/2025 dated
26.08.2025 by exercising the powers conferred under Section 42 of the AMLA,
2010, thereby treating such offences as predicate offences for the purposes of
money laundering proceedings. Under AMLA, 2010, the expression “proceeds
of crime” has been defined to mean property derived or obtained difectly or

indirectly from the commission of a predicate offence, while Secti hereof

defines the offence of money laundering in relation to acquisitign, passession,

A, 2010
itself prescribes a complete statutory mechanism forfprovasional attachment or
freezing of property. Section 8 of AMLA, 201Q speC provides that the

investigating officer or prosecution agency

concealment, transfer or use of such proceeds of crime.

visionally attach property

involved in money laundering only with the pu mission of the Court, and

such attachment remains subject N tory timelines and subsequent
9

confirmation proceedings under.&

ereof. For ready reference, Section

8 1s being reproduced herein

“8. Attach of \property involved in money laundering — (1) An

r may, on the basis of the report in his possession

iting, with prior_permission _of the Court, provisionally

% property, which he reasonably believes to be the property
oWed in money laundering for a period not exceeding one hundred
d eighty days from the date of the order:

Provided that the Court may grant further extension for a period up to
one hundred and eighty days.

(2) The investigating officer shall within forty-eight hours immediately
after attachment under sub-section (1), forward a copy of the order, and
the report referred to in that sub-section, to the head of the concerned
investigating agency, in a sealed envelope.

(3) Every order of attachment made under sub-section (1) shall cease to
have effect after the expiry of the period specified in that sub-section or
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on the date of the finding made under sub-section (2) of section 9
whichever is earlier.

(4) Nothing in this section shall prevent the person interested in the
enjoyment of the immovable property attached under sub-section (1)
from such enjoyment.

Explanation — For the purposes of this sub-section, ‘“person
interested”, in relation to any immovable property, includes all persons
claiming or entitled to claim any interest in the property.

under sub-section (1) shall, submit to the Court monthly re on the
progress made in the investigation.”

(5) The_investigating officer who provisionally attaches %)en‘v

518 Supplied)

The expression “Court” under the aforementioned pr refers to the Court
specified under Section 20 of the Act, namely ourt ' of Sessions. Thus, the
legislative intent is manifest that freezing\ ofjattachment of property under
AMLA, 2010 is not to be undertaken mie ugh executive correspondence

or administrative communicationb 0 a structured statutory process

involving judicial oversight and sa on of the competent Court.

11. It is also pertin Ce that PECA, 2016, being the parent statute,

t
unlike AMLA, 2 d ion 5(5) of the FIA Act, 1974, does not expressly
confer upon CIA independent substantive power to freeze, attach, or
block ts of citizens during inquiry or investigation. The
Res ave attempted to rely upon Rule 5 of the National Cyber Crime
In atiol Agency Rules, 2025, which purports to authorize NCCIA

conducfing inquiry or investigation to freeze property directly connected with
the commission of an offence under the Act, which is being reproduced

hereunder: -

“Powers of the members of the NCCIA. (1) The NCCIA conducting an
inquiry or investigation may freeze a property, directly connected to
commission of an offence under the Act.
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(2) Prior permission shall be obtained from the authorized officer as
designated by the Director General before freezing or de-freezing of the

property.

(3) Any contravention of order made under sub-rule (2) shall be
punishable under section 174 or 188 of Pakistan Penal Code (Act XLV
of 1860).”
However, it is a settled principle of law that subordinate legislation cannot travel
beyond the parent statute. Rules framed under a statute cannot create substantive

coercive powers where the parent enactment itself is silent. Reliancg in this

29

regard is placed on “Mian Zaiuddin v. Punjab Local Government an rs
(1985 SCMR 365), “Khawaja Ahmed Hassan v. Govern
others” (2005 SCMR 186), Suo Motu Case No.11/

matter of
“National Police Foundation Land’ (PLD 2014 S 0o Motu Case
No0.13/2009 (PLD 2011 SC 619), “Zarai Taragitti Bank=Eimited and others v.
Said Rehman and others” (2013 SCMR Z@ukh Raza Sheikh v. The
s” (2022 SCMR 1787) and
Nuniab and others” (2005 SCMR

Appellate Tribunal Inland Revenue

“Khawaja Ahmad Hassan v. Gov

186).
12. Furthermore, SeCt 28, and 51 of PECA, 2016, under which the
said Rules have edl een framed, relate generally to recognition of

offences, applicabilit

Q

diCial authorization. It is a settled principle of law that delegated

pf PPC provisions, and rule-making powers for carrying

the Act. None of these provisions expressly delegates to

dependent power to restrain or freeze bank accounts of citizens

legislatyjon must remain confined within the boundaries of the parent statute; it
cannot enlarge the scope of authority beyond what the Legislature itself has
enacted. Therefore, Rule 5 cannot be interpreted in a manner so as to create an
independent coercive mechanism permitting deprivation of property rights
merely through executive communication with banks, particularly when such
action directly impacts the fundamental rights of citizens guaranteed under

Articles 4, 9, 23, and 24 of the Constitution. In Muhammad Uzair Anwar Case
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(Supra), the learned Division Bench of this Court settled a similar matter in the

following manner: -

“I1. It is highlighted here that the collection and preservation of
data/evidence relating to the commission of offences under the 2016-Act
is different from freezing of the properties i.e. Bank accounts of persons,
for which express sanction of the Legislature in the parent statute i.e.
2016-Act is required. There is plethora of judgmentsl that subordinate
legislation shall neither be in conflict with the provisions of parent

Statute nor travel beyond its permissible scope and that the rule making

to\ assume
thus
delegated by

authority shall not act as Majlis-e-Shoora (Parliament
powers not delegated by the parent law. Rule 5 of the

appears to have been framed in excess of the p
sections 27, 28 and 51 of the 2016-Act.

12. The NCCIA appears to have diverted the rescribed under

that the amounts

ere the proceeds of

(Emphasis Supplied)

13. Examined in the/backdebp 0f the aforesaid statutory framework, the

Respondents’ actio th&{instant case appears to have bypassed the mechanism

prescribed by law. ry in the present matter was initiated by Respondent
No. 3/NC the basis of allegations levelled by the complainant regarding
the all er of funds into the accounts of Muhammad Faysal Anwar and

certal ers of his family. However, the material placed before this Court

does“mot demonstrate that the roles, involvement, or alleged criminal acts
attributable to each of the Petitioners were independently identified or bifurcated
before coercive action was undertaken against them. The record rather reveals
that the Petitioners, being relatives of the principal accused, were collectively
subjected to restriction of their bank accounts merely because certain amounts
had allegedly been credited into their accounts. In matters involving serious
allegations carrying potential criminal consequences, the investigating agency is

under an obligation to conduct a thorough, transparent and legally structured
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inquiry by first associating each affected person with the proceedings, disclosing
the precise allegations against him or her, confronting such person with the
relevant material, and thereafter determining, through objective assessment,
whether any offence under the relevant statute was prima facie made out.
Instead of adopting such a course, NCCIA appears to have proceeded with
undue haste by directly approaching the concerned banks and causing
blockage/restriction of the Petitioners’ bank accounts during the pendency of an

inquiry which, according to the Respondent No. 3/NCCIA, still remaifis under

probe. Such action carries serious consequences, as blockage of a ccount
directly interferes with a citizen’s access to property, fi ial resources,
livelihood, business dealings, and ordinary day-to-day affai ofwhich fall
within the protective ambit of the fundamental ri aranteed under the

Constitution.

14. Moreover, the nature of allegation$\ e present matter admittedly
required detailed factual investigation roper determination of the

jurisdictional foundation under P LA before any coercive measure

could validly be adopted. Howe
Section 8 of AMLA, 2040 h

provisional attachment order under
produced by the Respondent No. 3; no
approval or authorizatio he eompetent Court has been shown. It is essential
to reiterate here n ad@ministrative email sent by the Respondent No.
3/NCCIA ¢ t ass the character of a lawful attachment order merely
because iteQ from an investigating agency. If the Respondents were of
the e he amounts lying in the accounts of the Petitioners constituted
“progeeds of crime”, then the proper course available under law was to proceed
strictly’in accordance with the mechanism contemplated under AMLA, 2010, by
approaching the competent Court for provisional attachment and subsequent
confirmation proceedings. The Respondents, however, appear to have
circumvented the statutory safeguards and directly resorted to blocking/freezing
of the Petitioners’ bank accounts through administrative correspondence,

thereby depriving the Petitioners of access to their own funds without notice,
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hearing, and judicial oversight. Therefore, the impugned action, in the peculiar

facts of the present case, cannot be sustained in the eyes of the law.

15. Moreover, Section 1(4) of PECA, 2016, indeed extends its applicability to
an act committed outside Pakistan by any person, but the said provision is
conditional in nature. It applies only where the act committed outside Pakistan
firstly constitutes an offence under PECA, and secondly affects a person,

property, information system, or data located in Pakistan. However, it is

and his family members, but it does not disclgSe ‘any particular offense or any

other prohibited act falling within Chapter ThofjPECA, 2016. In the absence of
such essentials, Section 1(4) cannot bs% a general jurisdictional device

to convert a private financial disp ercrime inquiry.

16. The record reflects,that ice or opportunity of hearing was afforded
to the Petitioners befo@ king of their bank accounts. The Respondent
1

No. 3/NCCIA di ace’on record any document justifying the restriction.

material. Blocking/freezing a bank account directly disables a

g money, discharging liabilities, or conducting routine civil

to executive restraint except in accordance with law. Where law requires a thing
to be done in a particular manner, it must be done in that manner and not
otherwise. Reliance in this regard is placed upon 2025 SCMR 153, 2024 SCMR
770, 2023 SCMR 1502, wherein the following has been settled: -

“Where the law prescribes a thing to be done in a particular manner
following a particular procedure, it shall be done in the same manner
following the provisions of law without deviating from the prescribed
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procedure, and where a power is given to do a certain thing in a
certain way the thing must be done in that way or not at all.”
17. In the foregoing circumstances, this Court is of the considered view that
the impugned action of NCCIA in causing blockage/restriction of the
Petitioners’ bank accounts, without lawful statutory foundation, without
individualized determination of liability, and without adherence to the procedure
contemplated by law, was disproportionate, excessive, harsh and unreasonable,

particularly in relation to those Petitioners whose alleged involvendent was

members) appear to have been proceeded against co

amounts were allegedly credited into their (banK§accounts. Such collective

treatment of relatives, without role bifurcatioryo s fairness, proportionality,
and individualized responsibility. \

18. In light of the above dis, the instant writ petition is hereby
allowed. The blocking/ ez% e bank accounts of the Petitioners is
declared to be without uthority and of no legal effect. The Respondents,

concerned banks, are directed to forthwith

provision, after compliance with the prescribed procedure, and subject to the
safeguards of notice, hearing, proportionality, and judicial oversight wherever

required by law. No order as to costs.

(MUHAMMAD AZAM KHAN)
JUDGE
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